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(57) Abstract 

A wireless network in whidi each message transmitted by a node is 
received by all die neighboring nodes. Each node maintains a table containing 
entries specifying the cost of transmission fnm (hat node to each of the 
other nodes in the network. Eadi message firame includes a field containing 
die remaining cost of transmission of die frame to the destination node for 
the message. When a node receives a message frame for which it is not 
die destination it compares the remaining cost with die cost contained in the 
table entry for the destination node. If the table entry cost is less dian the 
remaining cost, the node decrements the remaining cost and retransmits the frame. 
Odierwise it discards the frame. 
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COST BASED ROUTING PROTOCOL 

BACKGROUND OF THE INVENTION 

This invention relates to a self-organi^g, weless digital network. More 
specifically, it rdates to a wireless network in which each node communicates directly 
only with neighboring nodes, the latter nodes relaying transmissions to more distant 
nodes. In one application of the invention, each node has a low-power transmitter and 
its neighboring nodes are only a few meters distant. 

In one aspect the invention is directed at networks comprising a large number 
of nodes in relatively close proximity to each other A typical application is an office 
environment in which a number of workstations and servers are linked in a local area 
network (LAN). Conventionally, these nodes are interconnected by cables, usually 
through a central hub. Installation of the cables is a material element of cost in these 
networks. Moreover, cabled networks are relatively inflexible in that a node usually 
cannot be moved from one location to another wthout installing a new cable. Fur- 
thermore, it is particularly expensive to install cables in completed structures, since 
they cannot be hidden from sight without ^shing^ them throug^i the spaces between 
walls or, in some cases, opening up the walls to gain access to the interiors. 

The foregoing problems have been overcome in part by resort to wireless 
LANs, which replicate the conventional wired arrangements, e.g. ethemet and token 
ring, but without the use of cables. Each of the nodes includes a wireless transcdver 
which communicates with other nodes in the network by means of radio frequency sig- 
nals. These networks eliminate the installation costs associated with wired networks 
and, fiuthermore, they provide substantially more flexibility with regard to location and 
relocation of the respective network nodes. Even so, the cost of these wireless net- 
works is too high for some applications. For example, one nught wish to use a net- 
work to interconnect large numbers of low-cost devices such as simple condition sen- 
sors and controllers and, in that case, the network inter&ce of each node migiht well 
exceed the cost of the device. This problem would be even more acute in a home envi- 
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roximent where the cost cannot be justified by possible savings that might be obtained 
in a commerdal environment 

There are other arrangements which can be applied to wireless networks and, 
particularly, to networks that employ very short-range, and therefore low-cost trans- 
ceivers. These are ad-hoc routing systems which generally &11 under the category of 
"Link State Routing"' and "Source Path Routing". 

In Link State Routing each node maintains a routing table that spedfies an 
"optimal*' path toward each network destination. The meaning of "optimal" is gener- 
ally interpreted to mean the shortest path, but may account for other factors such as 
load balancing. 

When a node in a Link State Routing system is to transmit a message to a des- 
tination node, it first fetches firom a routing table an entry for the specified destination. 
The routing table entry specifies which neighbor of the ori^nating node should relay 
the message and the identification of that neighbor is installed in the message header as 
the recipient. The originating node then broadcasts the message. Of all the ndghbors 
that receive the broadcast, only the specified recipient acts on the message, relaying the 
message in the same maimer, according to the entry in its routing table corresponding 
to the destination node. This process continues until the message reaches the ultimate 
destination. 

In Source Path Routing, the originating node enters the entire route of the mes- 
sage into the message header, identifying each node through which the message should 
be relayed in order to reach the destination node. If a receiving node is not the last 
named node in the message's source route, it simply relays the message to the next 
node on the route. 

Both Link State Routing and Source Path Routing require that each node in the 
network keep a constant record of its neighboring nodes and, fiorthermore, that it 
broadcast any changes in its list of neighboring nodes. This reqmres that each node 
send periodic messages to each of its neighbors. All of these messages are generally 
undesirable since they consume power and system bandwidth. Moreover, they may 
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facilitate the ability of eavesdroppers to ascertain system information, including the lo- 
cations of individual nodes. These systems are also susceptible to breakdown resulting 
from errors in the transmission of neighboring-node information to the other nodes in 
the network. • 

It is therefore a principal object of the invention to provide a digital network 
having a relatively low cost per node. Another object of the invention is to provide a 
network that is completely flexible with regard to location, relocation and addition of 
network nodes. A further object is to provide a robust network that consumes rela- 
tively little power and bandwidth in establishmg routing configuration and is also rela- 
tively inmiune to problems that cause failures of prior networks. 



SUMMARY OF THE INVENTION 
A network incorporating the invention is a wireless network that uses an ad- 
hoc "contour" routing algorithm which allows a message to reach its destination, even 
when the network topology is incompletely described or rapidly chan^g. The nodes 
do not maintain routing tables, but rather cost tables that indicate the "costs** of 
transmission to other nodes in the network. 

For example, assume that node A is separate from node B by several interme- 
diate nodes and that node A is to send a message to node B. Node A caimot reach 
node B directly. However, it has stored information from previously recdved mes- 
sages that node B is four hops away. Node A sends the message to all its ndghbors, 
the message bdng encapsulated in a network level frame that says, in ^ect, '"forward 
this message to node B if you can do so in fewer than four hops." All of node A's im- 
mediate neighbors recdve the message, since the RF transmissions are essentially om- 
nidirectioiud, but only those nodes that are "clos^ to node B will be able to deliver 
the message in three hops or fewer. Those that are "farther away" would require five 
hops, for example. Thus, those neighbors that are "on the wa/* to node B relay the 
message. In this case the message is encased in a frame that says, in efifect, "forward 
this message to node B if you can do so in two hops or fewer". The process continues 
until the message reaches node B. 
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With tlus process, the intermediate nodes between node A and node B can also 
keep track of the return path to node A. When originating node A transmits the mes- 
sage, each of its neighbors makes an entry in a cost table to the effect that node A is 
one hop away. The cost tables in the second tier of intermediate nodes are updated 
with entries to note that node A is two hops away. This process continues, so that by 
the time the message arrives at its destination, node B and all the intermediate nodes 
have retained entries indicating the nxmiber of hops to send a message to node A 

As stated above, each of the nodes maintains a table of the number of hops to 
each of the other nodes in the system. However, this information is not available when 
the network is installed and it is also unavailable when nodes are added to the network 
or physically moved to new locations. Accordingly, a flooding algorithm is used when 
the originating node does not include in its cost table the number of hops to a destina- 
tion node. Specifically, the ori^ating node sends a flood message. This message is 
relayed once by every node in the network and therefore is guaranteed to eventually 
find its way to the destination node. The destination node will usually receive replicas 
of the message over multiple paths. Each replica includes in its firame the number of 
hops it has traversed since leaving the origmating node. Accordingly, the destination 
node can return a message to the originating node specifying, as the number of hops, 
the smallest number that was associated with one of the received replicas of the flood 
message. In the same manner, each of the nodes through which the flood message 
passed on the way to the destination node now has information concemmg the shortest 
number of hops to the originating node and can make the appropriate entry in its cost 
table. 

If a node has physically moved so that the cost tables in other nodes are no 
longer valid, the need to update the cost tables will be ascertmned when another node 
attempts to send a message to that node. The number of hops specified in the message 
may be exhausted before the message reaches the destination node. The message may 
therefore not reach the destination node and the originating node will then not receive 
an acknowledgement of receipt of the message. The originating node can then employ 
the flood alg rithm to update the cost tables. 
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While the foregoing description uses the number of hops on the routing-path as 
the "cost" criterion, that number is but one eJcample of the cost of transmission. The 
cost of a hop involving a particular node might be related to other factors, such as the 
traffic involving that node. In the latter circumstance, a node's cost may change from 
time to time and this will automatically be reflected in the cost information stored at 
the other nodes in the network. 

It will be apparent from the foregoing that the invention provides a number of 
important advantages over prior networks. For example, at the physical level, very 
low-power, localized transmitters can be used in office or home applications. This re- 
sults in lower hardware costs and low per-node power requirements. Moreover, be- 
cause of the short range of each RF transmission, the invention provides better utiliza- 
tion of available bandwidth than systems using higher-power transntiitters. Addition- 
ally, the contour routing technique requires significantiy less storage and computation 
than the Link State Routing and Source Path Routing algorithms. 

Furthermore, the contour routing technique supports fully distributed routing 
algorithms. The network creates its own infrastructure. New nodes may be added 
simply by introducing them into the system. There is no transmission of network setup 
and routing information with its consequent overhead and risk of fiulure from errone- 
ous routing information. 

Also, assuming that each node has at least two immediate neighbors, the sys- 
tem is not subject to single-point Mures. If a node fails, the network will automati- 
cally reconfigure the cost tables as required in order to relay messages from one node 
to another. 

It will be apparent that the advantages of the invention also apply to higher- 
power networks in which the nodes are more distant from their neighbors. For exam- 
ple a wireless telephone network operating in accordance with the invention might 
have nodes whose neighbors are hundreds or thousands of meters distant The indi- 
vidual nodes would be identified by conventional telephone numbers and users would 
""dial" the numbers of other nodes in placing calls to them. One or more of the nodes 
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might serve as gateways to other telephone networks and these nodes would respond 
to conventional prefixes indicating calls to nodes in the other networks. 

This arrangement provides a low-cost, self-organiang telephone networic 
which does not require investment m, and maintenance of, a central switch. Moreover, 
communication with a distant node by multiple hops, as contemplated with the present 
invention, will generally use a series of low-power transmissions requiring lower 
overall power than a direct transmission to that node. This conserves battery energy 
for those nodes that are battery-powered and it also conserves radio-fi^equency spec- 
trum by largely Umiting the range of the transmissions in the area covered by the net- 
work. 

BRIEF DESCRDPHON OF THE DRAWINGS 

The invention description below refers to the accompanying drawings, of 

which: 

Fig. 1 is a diagram of a network incorporating the invention; 

Fig. 2 illustrates the format of a network layer level firame used in transmitting 
messages between the network nodes; 

Fig. 3 illustrates the contents of the entries in the cost tables contained in the 
network nodes; 

Fig. 4 is a flow diagram of the operations performed by a network node for 
transmission of a message; and 

Kg. S is a flow diagram illustrating the operations performed by a node upon 
reception of a message. 

DETAILED DESCRIPTION OF AN ILLUSTRATIVE EMBODIMENT 

As shown m Fig. 1, a network incorporating the invention comprises a plurality 
of nodes lOi ... 10^, each of which communicates with other nodes in the network by 
means of wireless transmissions. As indicated at the node lOi, each of the nodes in- 
cludes a data ori^nating and/or receiving device 12 coupled to a network interfece unit 
14. The device 12 can be any of the devices mterconnected in a network. For exam- 
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pie, there may be workstations, file servers, bridges to other networks, etc. Addition- 
ally, with the low-cost interface units 14 described herein, the devices 12 can economi- 
cally be relatively low-cost devices such as condition sensors, controllers and the like 
wiiich may be deployed in the home as well as in commercial and industrial emdron- 
ments. 

Each of the network interface units includes a radio firequency transceiver 16 
and a logic unit 18. In the foregoing environments, the transceiver 16 includes a 
transmitter (not shown) of very low power, e.g. microwatts, and thus can effect com- 
munications directly only with immediate neighbors of the node, that is, other nodes 
that are physically proximate, e.g. within a distance of a few meters. Accordingly, a 
transmission fi-om a node to most of the other nodes in the network will be a multiple- 
hop transmission by way of intervening nodes, each of which communicates directly 
only with its immediate neighbors. 

The logic xmit 18 has a conventional physical architecture. Thus it includes a 
microprocessor, a program store and a random access memory. The unit 18 appro- 
priately firames outgoing messages from the device 12 for transmission by the trans- 
ceiver 16 and processes messages received by the transceiver 16 for delivery to the 
device 12. The logic unit implements the procedures of the present invention in 
transmitting, receiving and relaying messages. It may also perform conventional 
higher-level fimctions. 

Fig. 2 illustrates a network layer firame 22 that can be used by the network 
nodes operating in accordance with the invention. Each frame includes a type field 22a 
indicating whether the transmission is (1) a point-to-point transmission which is to take 
the optimum roiite to the message destination or (2) a flood transmission to be used 
when the optimum route is unknown. A destination field 22b contains the identifica- 
tion of the destination node and an originator field 22c identifies the originating node. 
A remaining cost field 22d indicates the remaining allowed cost of the transmission 
and an incurred cost field 22e indicates the cost incurred at any point in the transmis- 
sion. A sequence field 22f contains a sequence number of transmis^ons fix>m the 
riginating node and, preferably, a CRC field 22g contains an error correction bit se- 
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quence. Finally, the frame includes a data fi^ld 22h conUdning the data bdng transnut- 
ted, this data including higher level franung information. 

In its random access memory, the lo^c unit 18 (Fig. 1) stores a cost table. 
This table contains a set of entries 24 as illustrated in Fig. 3. Each of these entries in- 
cludes a field 24a containing the identification of a target node, a field 24b specifying 
the minimum known cost of a transmission to the target node, a field 24c containing a 
list of the most recent sequence numbers of transmissions received from the target 
node, and a field 24d indicating the local time at which the entiy was last updated. 

In Fig. 4, 1 have illustrated the procedure imdertakra by a logic unit 18 ^ig. 1) 
for the transmission of a message. At step 30, the logic unit searches its cost table for 
an entry in which the intended recipient of the message is identified in the target ID 
field 24a. If an entry is not found, the procedure branches at step 32 to a flood routine 
described below. If an entry is foimd, the logic unit forms a frame 22 at step 33. 
Specifically, it retrieves from the field 24b in the cost table entry the cost for a trans- 
mission to the intended recipient and inserts that value into the field 22d of the frame. 
It sets the incurred cost to zero to frame 22e. It inserts the node's next sequence num- 
ber into the frame fidd 22f, adds the CRC field 22F and data field 22g, and sends the 
completed firame to the transceiver 16 at step 34 for transmisdon. The log^c unit may 
then proceed to an acknowledgement loop 36 in which it waits for an acknowledgment 
from the intended message recipient. If an acknowledgement is received within a pre- 
determined time the transmission process terminates. If it is not, the lo^c unit 
branches to the flood transmission procedure. The loop 36 may alternatively be im- 
plemented at a higher level protocol layer. 

Messages received by a node are processed by the logic vmit 18 as illustrated in 
Fig. S. At step 40, the lo^c unit updates the entry in its cost table corresponding to 
the originating node. Specifically, it updates the cost field in accordance with the in- 
curred cost in the header field 22e; it enters the sequence number of the message in the 
field 24c in the table entry and updates the time field 24e. At step 42, a lo^c unit de- 
termines whether the node is the destination node of the message. If it is, it exits the 
routine and passes the message to the next higher protocol layer. If it is not the desti- 
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nation node, and if the message is not a flood message (step 43), it checks its routing 
table at step 44 for an entry relating to the destination node. If it does not contain such 
an entry, it exits from the routine. If the cost table does contain an entry, the logic unit 
proceeds to step 45 where it determines from field 24c of the cost table entry corre- 
sponding to the originating node whether the message has been previously received by 
the node. If it has, the logic unit exits from the routine. If it is not, it proceeds to step 
48 in which it ascertains whether the cost of a transmission from its node to the desti- 
nation node is less than the value contained in the remaining cost field 22d in the mes- 
sage header. If the cost indicated in the corresponding cost table field 24b is greater 
than the remaining cost, the lo^c unit exits from the routine. If the cost is less than or 
equal to the remaining cost, the lo^c imit proceeds to step SO. Specifically, it decre- 
ments the remainmg cost in the header field 22d by the amount of the cost of a trans- 
mission by its node and increments the value in the incurred cost field 22e by the same 
amount. At step 52, it then causes its transceiver 16 to retransmit the message with 
the updated frame 22. 

Transmission of a flood message is similar to the procedure in Fig. 4. A mes- 
sage frame 22 is formed, with the message type field 22a indicating that the message is 
a flood message. The remaining cost field 22d can be set to the maximum value that 
the transmitting node will incur for a message to the designated redpient. 
(Alternatively, the field 22d can be set to zero, wluch indicates to nodes relaying the 
message that the remaining cost entry is to be ignored). Nodes receiving the message 
operate in accordance with the routine illustrated in Fig. S, vnth the exception that they 
branch at step 43 and do not check their cost tables for entries relating to the destina- 
tion node. M^ith the sequence number checked at step 45, a node will not retransmit a 
flood message more than once. 

When a destination node receives a message and transmits an ackno^edge- 
ment the routing will follow the information contained in the cost tables of the inter- 
vemng nodes, as updated during the transmission from the originating node to the des- 
tination node. When a flood message is recdved by a destination node, several copies 
will ordinarily be received from different routes. The destination node updates its cost 
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table entry relating to the originating node in accordance with the received replica of 
the message that has the lowest incurred cost and then uses that information in trans- 
missions to the ori^nating node. 

With the foregoing arrangement nodes can enter the network or change their 
5 locations without the use of setup messages of any kind. That is, entry or relocation is 
accomplished merely by the transmission of a message, which may be a message of the 
usual type transmitted by the node in the course of normal operations. The appropriate 
cost tables in the network are automatically updated to include entries that provide for 
routing back to that node. Thus, the network is not subject to the overhead of the 
10 transmission of routing information. Nor is it subject to breakdown from mcorrect 
transmission of routing information. Furthermore, it is not adversely affected by sin- 
gle-node failure so long as each node has at least two inunediate neighbors. 

What is claimed is: 
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CLAIMS 

1 . A wireless network comprising a plurality of nodes, each node including: 

A) A routing table containing a plurality of entries, each entry correspond- 
ing to another node in the network and contmning the cost of transmission to that 
other node, 

B) means for forming message frames for transmission of messages to 
destination nodes, each frame including: 

1 . the identity of the destination node for the message, 

2. the identification of the ori^nating node, 

3. the remmning cost of transmission of the message to the desti- 
nation node, and 

4. the cost so far incurred m transmission of the message from the 
originating node to the destination node. 

2. The network defined in claim 1 in which each node fiirther includes means for 
recdving transmissions, said receiving means including means for: 

A) if the identity of the destination node contamed in the message firame is 
not the identity of the subject node and 

B) if the routing table in the receiving node contains an entry correspond- 
ing to the destination node, that indicates that the cost of the transnussion to the desti- 
nation node is less than the remaining cost value contained in the message fiame; 

1 . updating the message firame by mcrementing the incurred cost in 
the message fi^e by a relay cost assodated with the receiving node; 

2. updating the message fi^e by decrementing the remaining cost 
to the message fitime by the rela^, and 

3 . retransmitting the message. 



3. The system defined in claim 2 in which 

A) each fixune includes a sequence nimiber corresponding to the sequence 
of messages transmitted from the originating node; and 
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B) each routing entry table contwis at least the most recent sequence 
nuniber of messages received by the node firom the node to which the table entry cor- 
responds and 

C) each node includes means for inhibiting retransmission of a message in 
which the sequence number equals a sequence number contained in the routing table 
entry corresponding to the node identified in the message firame as the originating 
node. 
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